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What is a Facility Access Administrator
(FAA)?

The Facility Access Administrator (FAA) is the individual authorized to
manage access in FCDS IDEA to their facility’s reporting data.

* Every facility must designate one individual as FAA.
* FAA must be an employee of the facility.
* Contractors are not eligible to serve as FAA.

* FAA access remains until the facility notifies FCDS of a change.



Why This Matters

Ensures the right people have the right access
Reduces risk of PHI mismanagement

Creates clear responsibility

=

Ensures HIPAA compliance

@ Bottom Line: A clear FAA process means fewer issues and stronger data.




What’s New in the
FAA Process

Updated form fields

0 Digital submission (no faxing, no printing)

|
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-,‘\- Clearer confirmation steps in IDEA
I



' Overview: FAA Process in IDEA

Overview: FAA Process in IDEA

Create IDEA Add FAA Submit Verify & Manage
User Accoun Role Application Sign Role Access



Step 1: Creating an IDEA User Account

- Visit the IDEA website and launch the application

- Click 'Create New User/Register’

- ldentify your user type:
- Administrators — General User (non-abstracting)
- Abstractors — Abstractor

- Complete all required fields in the registration form

« Submit the form and activate your account via email



Step 2: Adding the FAA Role

- Sign into IDEA with your new account
- Go to the User Menu — Select 'Add Additional Role'
« Choose 'Facility Access Administrator' — Click 'Add Role'

- Go to File Menu — Select 'Close All'
- The FAA Authorization Application will launch



Step 3: Submitting the FAA Application

- Double-click magnifying glass to search your facility

- Enter your facility name, number, or zip code

- Enter your 4-digit FCDS facility number(s)

 Provide information for the Authorizing Medical Facility Individual
- Must be your superior
- Cannot be yourself or a contractor

« Click the 'Process' button to submit



Step 4: Signatures & Verification

- FAA application enters the verification phase

- User and Approver each receive an email
- Both must sign electronically via the link provided
- FCDS reviews the submitted documentation

- Once verified, FAA access is granted




Step 5: Managing FAA Role Assignments,
No Changes

- In IDEA, go to 'FAA User Role Assignments'

- Use 'Renew/Revoke Facility' tab to:
- Renew access for current users (6 months)
- Revoke access from former users

- Use 'Assign New User' tab to:
- Grant access by entering User ID and Email
- Select the correct facility and click 'Assign'’



Recap: FAA Process Overview

Submlt FAA
/ Request

Establish FCDS Review
IDEA User & Verification
Account
Manage v/
Assngnm_ents FAA Agreement
& Ongoing Signature

Verification & Approval




Questions?

Need Help? Contact FCDS:

¥, Melissa Williams — 305-243-2641

melissa_williams@miami.edu







FAA Process Tutorial — Reference Guide

1) Create an FCDS IDEA User Account — (skip to step 10 if you already have one.)

2) Install IDEA application (download at https://fcds.med.miami.edu/inc/tutorials.shtml)

F T ——
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5) User Type ldentification screen appears

6) Selectrole
e Administrators > General User (non-abstracting)
e Abstractors > Abstractor role (abstracting)

7) Click Continue
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FAA Process Tutorial — Reference Guide

8) Complete Create User Account form (all required fields)

Crmmtm FEDS e Accmt v3.3.5

* Fiest Hame Hiddie Name - Lastmame

pr—

IDEA Account Created

ctester has been Created in the FCDS / IDEA
system.

An email has been sent to the folloving address:

V)

pats2@compuace.com with instructions on

| making the account active.

Please be sure to check your junk mail or spam
folder if necessary.

e Y

[ — R

9) Verify entries » Submit
e Email sent with User ID + activation info
e Respond to activate account

Florida Cancer Data System - New IDEA USERID Confirmation

m 9/14/20 1210 PM

Message

ed Sender (Domain)

Florida Statewide Cancer Registry

Florida Statewide Cancer Registry
Florida Cancer Data System

Authorization gicepted.
S IDEA user account. You

launching the App from your

You have created and authorized an
may continue by exiting this screen
desktop, or click the link below.

Do not reply, this is an automated message
A new FCDS / IDEA Ut
CINDY TESTER.

( ctester ) has been created for

Please click on the Wtded link to activate the account.
Click here to Activate your Account

Click here to Launch the FCDS IDEA Application.

Darect any comments or questions to Melissa Williams. 305.243.2641

CAWAALEPaCan2=l

10) Sign into IDEA
11) Go to IDEA User menu

( Login - Brauwny.swf

Authorizad Access only.

Welcome

FCDS IDEA Data entry/upload will be i y ic system reboots early
Monday mornings (1-4am). Saturday mornings, the completed single entry FCDS IDEA records
are batched and moved to the FCDS Field Coordinator for processing. At other times,

|| entry/upload is available 24 hours. o

| Questions?:

+ FCDS Main number: 205-243-4600

+ Userid/Passwords: Melissa Williams 305-242-2641 melissa_williams@miami.edu.

+ Hospitals: FCDS field coordinators Anne Auguste 305-243-2633 aauguste@miami.edu,
Edith Alvin 305-243-3179 ealvir iami.edu, Ofelia 72 |

[ Create New User/Register | [ Forgot Password/Userid | Login
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FAA Process Tutorial — Reference Guide

12) Select Add Additional Role
13) Select Facility Access Administrator
14) Click Add Role > confirm

15) Go to File menu
16) Click Close All
17) The Facility Access Administrator Auth Application will appear

18) Double-click magnifying glass
a) The Search box appears. You may use this box to verify your facility information by entering your facility
name, FCDS facility number, or zip code.
(1) Facility information will be displayed (facility #, name, city, state).
(2) No information will be displayed if the facility does not exist.
b) If the facility entered or selected is not available, an Unable to process the request error appears.
(Contact FCDS IDEA Support)

19) Enter the 4-digit FCDS facility number(s) you will be responsible for in the table below.
a) Selectthe TAB key (the table will populate with facility’s information)
b) Do this for each facility (if they share the same administration)
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FAA Process Tutorial — Reference Guide

IDEA Uzer  Full Abstract Praocescing  Fils Uploade/Entry  Inquiry  FallowBack  Reportz/Inquiries  Ph-

~Facility Access Administrator-

Enter the facir r(s) you will be respensible for in the table below, Once you have
entered and verified the information dick the itton to generate your application

Please note: The applicant must be 2n employee of the fadility and cannot be the same
person as the Autharizing Individual.

Facility Hame. Gity [ State

CURAMEALTH JACKSONVILLE L JACKSONVILLEFL 22207

@ cavoun LissRTY HosPITAL | BLOUNTSTOWN,FL 32424 Q

(D) rmax eais mepica crm oe peLrons 32723
™
Authorizing Medical Facility Individual Information

20) Provide the Authoring Medical Facility Individual Information:
a) This person cannot be the user (applicant)
b) This individualis your superior and cannot be anyone who reports to you
c) CANNOTBE A CONTRACTOR
d) Thisinformation refers to the person approving your designation as the facility’s FAA.
e) Yourinformation cannot substitute for authorizing individual's credentials.
f) Click the process button

21) The submitted application now goes through verification.

22) Once the verification process is completed.
a) Both the user and the attester will receive separate FAA email notification (per facility)
b) Boththe user and the attester must sign the Approval documentation, with separate electronic
signatures.
c) By selecting the Approval Signature link in the email
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FAA Process Tutorial — Reference Guide

d) Both the user and the attester will be required to sign the Approval documentation

23) Upon receipt of sighed documentation from both parties, FCDS IDEA processes the submission
a) The signatures for the facility are reviewed and verified
b) The FAA process is complete.
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FAA Process Tutorial — Reference Guide

MANAGEMENT OF FAA USER ROLE ASSIGNMENTS

Management of User Role Assignments

mber: 305-243-4600 |
: Melissa Williams 305-243-2641 melissa_williams@miami.edu.
ne Auguste

* Hospi ald An
Edith Alvin 305-243-3179 ealvir iuedu, Ofeli

Log-in to FCDS IDEA

Go to the IDEA User menu

Bciiiea il Hadia e

Bodd Bdvblinnal Arle L . | 3 .

e nsnammnen s U EE Sl Select FAA User Role Assignments menu.
e r g i

Fariliby itk &pplieskion

¥ oatr Arccass Sumamany

File Uploads/Entry

IDEA User  Full Abstract Processing Inquiry.

¢ [_namevs ranew ociny v |

cinai (Coerroe

Facilities: [ Select Facility ™)
Assignable Roles Role Information
Role Description Assign

Select the Renew/Revoke Facility Tab

* Indicates a required item.

Record Cnt:

Users currently assigned to this facility.

@ T == Clicking on the down arrow, select the facility.
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FAA Process Tutorial — Reference Guide

Personnel access status to the facility's data, including yourself, will
be displayed.

i

%h:m: 3 e Select Renew button to renew facility access for each abstractor
e listed.
S i o Select Revoke button to remove users no longer associated with
mEmm the facility.
S - e Select the Update button, and the process is completed.
& B, v e The user’s access has been reset for 6 months.

e Review the Renew/Revoke Facility Tab to confirm

* To confirm the updated status, click the down arrow and select the facility.

To Assign NEW Users

IDEAUser  Full Abstract Processing  File Uploads/Entry  Inquiry  FollowBack R

Select the Assign New User Tab
.
Provide the following in the indicated fields:
Email Addr:

Facilities; [ Select Faciity )

* User ID (lowercase)

Assignable Roles Role Information

Role Description

* Email Address (on the user account)

¢ Clicking on the down arrow, select the facility

® * Indicates a raquirad item.

(o)

¢ Select the Assign button for the access you want to assign to the
user.
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